
 

DATA PROCESSING AGREEMENT  

1. Introduction 

This Data Processing Agreement (“DPA”) is an addendum to the agreement or general terms (“Terms 
of Service”) regulating the service provided to ______________ (“Data Controller”) by Empathy Systems 
Corporation SL (“Data Processor”). The following clauses are applicable whenever the intended use of 
Empathy Systems Corporation SL triggers the application of the European Union's General Data 
Protection regulation (“GDPR”) and/or is subject to the California Privacy Protection Act (“CCPA”). 

2. Definitions 

“Privacy Laws” means all privacy and data protection laws, rules, regulations, decrees, orders and 
other government requirements applicable to the processing of personal data under this DPA. 

The terms “personal data”, “personal information”, “processing”, “controller”, “processor”, “service 
provider”, “data subject”, “personal data”, “personal data breach” and “data breach” will have the 
meanings ascribed to them in the applicable Privacy Laws. 

"The Product" refers to a cloud-based software provided by Empathy Systems Corporation SL. 

"Data processor" or “service provider” refers to Empathy Systems Corporation SL. 

“Buyer” or "Data Controller" refers to the company identified in this agreement as such, having entered 
into a contract to either deploy the Product on one or various websites or use the Product to store, 
process, analyse, visualise or retrieve structured or unstructured data pertaining to its own current or 
potential customers. 

3. Scope 

The subject matter of processing is the personal data collected in the context of the Product. In 
particular, Beautiful Consent will request and store the following categories of data:  

● Consent ID, as a 36-character string uniquely identifying each device. 
● Consent State, as a set of category-value pairs that the Product will rely on in order to either 

block or release tracking elements from the website. 
● Date and time, as a timestamp of the consent action executed by the user. 
● URL from which the consent action has taken place. 
● User Agent, identifying the browser being used in order to filter out bot traffic and required for 

security reasons. A version of each browser, as well as the operating system on which it runs 
will also be included. 

● IP Address, required for security reasons. 
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If the Product is deployed and used as designed, the Data Controller will not be able to engage in 
cross-site tracking or device fingerprinting, or to collect any information related to a data subject's 
health, sex life, sexual orientation, racial or ethnic origin, political opinions, religious or philosophical 
beliefs, or trade union membership. As a result, the Product will not be storing or processing such 
data. 

The Product relies on cookies to remember each individual's choices on a given device. These have a 
lifespan of six months, after which the consent action will have to be renewed.  

4. Processing 

Empathy Systems Corporation SL has developed information security risk management policies to 
reasonably ensure the confidentiality, integrity, and availability of the data processed by the Product. 
These include sub-processor audits (see Sub-processors for further details), certifications, 
infrastructure, availability and disaster resistance, technical security controls, and administrative 
security controls. 

To the extent that Empathy Systems Corporation SL is processing personal data on behalf of the Data 
Controller, Empathy Systems Corporation SL shall: 

● Process the personal data only on documented instructions from the Data Controller, 
including with regard to transfers of personal data to a third country or an international 
organisation; 

● Ensure that only the team members providing the service, or offering relevant customer 
support have access to the data being processed, and that such team members are informed 
of the confidential nature of the data being processed, having received appropriate training on 
their responsibilities and having committed themselves to confidentiality or being under an 
appropriate statutory obligation of confidentiality; 

● Assist the Data Controller by appropriate technical and organisational measures, insofar as 
this is possible, for the fulfilment of its obligation to respond to requests for exercising the 
data subject's rights laid down in the Privacy Laws; 

● At the choice of the Data Controller, delete or return all the personal data to the Data Controller 
after the end of the provision of services relating to processing and delete existing copies 
unless applicable law requires storage of the personal data; 

● Make available to the Data Controller all information necessary to demonstrate compliance 
with the obligations laid down in the Privacy Laws and allow for and contribute to audits, 
including inspections, conducted by the Data Controller or another auditor mandated by the 
Data Controller. 
 

5. Sub-processors 

Empathy Systems Corporation SL has the Data Controller’s general authorization to engage other 
processors for the processing of personal data in accordance with this DPA. In particular, the Data 
Processor will use Amazon Web Services as a hosting provider. The same data protection obligations 
set out in this DPA have been extended to such sub-processor by way of contract, providing sufficient 
guarantees to implement appropriate technical and organisational measures in such a manner that 
the processing will meet the requirements of the Privacy Laws.  
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6. Data Subject Rights 

To the extent that Empathy Systems Corporation SL is processing personal data on behalf of the Data 
Controller, Empathy Systems Corporation SL shall, to the extent legally permitted, promptly notify the 
Data Controller of any data subject requests Empathy Systems Corporation SL receives, and the Data 
Controller authorises Empathy Systems Corporation SL to redirect such requests to the Data 
Controller to respond directly. 

To the extent legally permitted, the Data Controller shall be responsible for any reasonable costs 
arising from Empathy Systems Corporation SL providing assistance to the Data Controller in 
responding to such requests. 

7. Data Transfers 

Empathy Systems Corporation SL shall ensure that, to the extent that any personal data originating 
from the Data Controller’s country is transferred by Empathy Systems Corporation SL to another 
country, such transfer shall be subject to appropriate safeguards in accordance with the Privacy Laws. 

8. Security 

Taking into account the state of the art, the costs of implementation and the nature, scope, context 
and purposes of processing as well as the risk of varying likelihood and severity for the rights and 
freedoms of natural persons, the parties shall implement appropriate technical and organisational 
measures to ensure a level of security appropriate to the risk, including inter alia as appropriate: 

● The pseudonymization and encryption of personal data; 
● The ability to ensure the ongoing confidentiality, integrity, availability and resilience of 

processing systems and services; 
● The ability to restore the availability and access to personal data in a timely manner in the 

event of a physical or technical incident; and 
● A process for regularly testing, assessing and evaluating the effectiveness of technical and 

organisational measures for ensuring the security of the processing. 

In assessing the appropriate level of security, account shall be taken in particular of the risks that are 
presented by processing, in particular from accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed. 

To the extent that Empathy Systems Corporation SL is processing personal data on behalf of the Data 
Controller, Empathy Systems Corporation SL shall take steps to ensure that any natural person acting 
under the authority of Empathy Systems Corporation SL who has access to such personal data does 
not process it except on instructions from the Data Controller, unless he or she is required to do so by 
applicable law. 
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9. Data Breach 

To the extent that Empathy Systems Corporation SL is processing personal data on behalf of the Data 
Controller, Empathy Systems Corporation SL shall notify the Data Controller without undue delay after 
becoming aware of a personal data breach and shall reasonably respond to the Data Controller’s 
requests for further information to assist the Data Controller in fulfilling its obligations under the 
Privacy Laws. 
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